How to Use Secure Nomadic Access (SNA)
September 2010

The following provides instructions for using Sezdiomadic Access (SNA). SNA is a service
that allows you to remotely access resources oNARA HQ networkusing a Web browser via
a high-speed Internet connection. For more inféionavisit theSNA Web page

To use SNA, you will need the following:

« High speed Internet connection

+ A SecurlD token and PIN

« JavaScript enabled in your browser

» Cookies turned on in your browser

« YourAgency User ID (AUID)and password for accessing your network files
« Your Outlook/Entourage UserID and password for asitey e-malil

Login to SNA

1. Type the following address in your Web browdetps://sna.hg.nasa.gov

2. Enter your Agency User ID (AUID) in thesernamefield.

Enter yourSecurID PIN + the 6-digit number on your tokenin thePasswordfield, as
shown in the following illustration.

NASA HEADQUARTERS

Secure Nomadic Access-NG2

Username |jsmith WARNING! This is a US Government
computer. This system is for the use of

Password |eeeessessses authorized users only. By accessing and
using the computer system you are

consenting to system monitoring, including

the monitoring of keystrokes. Unauthorized

use of, or access to, this computer system
may subject you to disciplinary action and
criminal prosecution.

4. Click Sign In.
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Notes:

» If a blank Web page appears after entering thenasee and password, it may be because
JavaScript is not enabled. JavaScript must belemh&tr SNA to work.

* There is a 4-hour time limit for SNA sessions atchipoint you will be automatically
disconnectedNote: A warning message will display before disconnection

* You cannot login to SNA from multiple computergla¢ same time. However, you can
open multiple browser windows and have them ope®N@ at the same time once you
have logged in. This allows you to access muliiplernal HQ resources at one time.

Access Data Files on the Server

At the bottom of the SNA page, you will see a settalled “Files.” This section will provide a
list of bookmarks providing access to files locabedvarious shared drives on the data servers.
Each organization has its own list of bookmarksedasn organizational assignments; each user
with an SNA account will be placed in the approfgri@rganization group.

1. To access your files on the data server, clicikctireesponding bookmark. If none are
bookmarked, clickVindows Filesin the lower right corner and choose the drive you
wish to access.

@ P ufn E
Home  Preferences Help | Sign Out

[Erowse J (tins)

NASA HEADQUARTERS Secure Nomadic Access-NG2, jsmith

EEE

NASA HO Emergency Operations

NASA HQ Web Site
Inside HQ Web Site

NOMAD Status

Bl Bl Bl BI Bl
o e e <

Heads Up Online

=i

ol Ete

@ Unix Files
=0

[ \\HODATA\users\jsmith

jemith files
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2. Provide the following when prompted:
* Type your ndc\AUID in théJsernamefield.
» Enter your HQ network password in tRasswordfield.
*  Type “NDC” in the Domain field.

il ¥ o B
Home @ Preferences Help  Sign Out

| | l Browse ] (tips)

Attention

Access to server ABC123 in workgroup/domain requires additional authentication.

Username: |jsmith |

Password: |"||"|"u |

Domain: |NDC |

(Gontnse ) Goncel

3. Click Continue.

Create Folder Bookmarks

There are two methods for creating bookmarks fegudently used folders on the server
depending on the location of the information yountma bookmark.

1. Locate the information you want to bookmark using of the following two methods:

» If the information you want to bookmark is locaiadhe bookmarks your
organization created for you, such as the U, W addves below in the blue box,
then you can simply use them to navigate to thation.

Faes || = v
Windows Files | Unix Files

[@ U: Drive

[ w:Drive

[ X: Drive

[ \\HODATA\users\ismith \ DATA = 1

Jim'z Data Falder
[ [1TCD web Site = fi

ITCD folder on wenus

* If the information you want to bookmark is not agsible from these organization
bookmarks, or you don’t have any organization boatk®, then open a browser,
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search for the location, and copy the server addethe folder, or the fully-
qualified URL for a Web page.

2. If you copied the server address to the foldeherftlly qualified URL for a Web page,
in the text box next to the Browse button, pasi®dhd clickBrowse

fx # o B
Home  Prefersnces Hela. FSign Out

:'ﬁ.hqdata\hq_gmups‘nCTC| | [Browse] tips)

Bookmark
Current Folder

If the address or URL is incorrect, you will reaei@ message similar to the following:

€29 Error WE-11

The URL is invalid

3. Depending on what information you are trying toess; you may have to provide your
credentials before you can proceed. Provide theviodg when prompted:

* Type your ndc\AUID Username field.
» Enter your HQ network password in tRasswordfield.
*  Type “NDC” in the Domain field.

o & » o &
: Home @ Preferences Help  Sign Out

| | l Browse ] (tips)

Attention

Access to server ABC123 in workgroup/domain requires additional authentication.

Username: |jsmith |

Password: |"||"|"u |

Domain: |NDC |

(Gontnse ) Goncel

4. Click Continue.
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5. When the correct folder or URL appears on the @itk Bookmark Current Folder .

i) ¥ & B
Home Preferences Help | Sign Out

| | ’ Browse ] (tips)

G Windows Files > NDC > hgdata = Bookmark

hq CII'OI.IDS\ CTC\ Current Folder
[ Bookmark Selected. .. ] ’ Delete... ] [ Download... ] [ Upload Files... ] [ New Folder. ..

cre |[f

E Hame= Tvoe Size Modified

6. Enter a name for the bookmark in Beokmark Name field.
7. Enter a description for the bookmark in escription field.
8. Click Add Bookmark.

HJ Add Windows Bookmark

\hgdataihg groups\CTC\

Bookmark Mame: |Whqdatathg_groups\CTC

Description: Shared folder

Shared Folder: \Vhgdata\hg_groups\CTC

[ A boskmarics ||

P
([ Add Bookmark u Cancel ]
u
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Add Personal Web Page Bookmarks

1. Click the plus sign in the&/eb Bookmarks toolbar

: 0l ¥ < B
NATA n
g Home  Preferences Help | Sign Out

| | [ Browse ] (tips)

NASA HEADQUARTERS Secure Nomadic Access-NG2, jsmith

Lo EGN
i
i

Web
NASA HQ Emergency Operations
NASA HO Web Site

2. Enter a name for the bookmark in Beokmark Name field.
3. Enter a description of the bookmark in thescription field.

4. Enter the URL in th&RL field. Note: Use the following format:
http://www.hg.nasa.gov/itcd/.
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GJ Add Web Bookmark

==

Bookmark Mame: |yahoo
Description: Personal email
* URL: |http:.-’fmwu.yahun.cnmf
[oiepiay options ||

[1Open bookmark in a new window
[]Do not display the Web browser's URL address bar

[]Do not display the Web browser's menu and the toolbar

[ Add bookamaric |

Add Bookmark Cancel

* indicates required field

5. Display options can be selected in igplay optionsfield.
6. Click Add Bookmark. m
7. To delete a bookmark, click the trash can symbecated on the right of the toolbar.

[& yahoo Ela

Personal email

Open Files
1. Click the link of the file to be opened.

2. Click Save.
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Note: The browser either opens the file with an appiicabr prompts you to save it. If
prompted to save the file, it is recommended tloat save it to the desktop of your computer.

~—~ Do you want to open or zave this file?

Mame: 05Budget

| windows Files = HD J‘l
h shared WM A Type: ‘Windows Media Audio file
hq shared
a From: sna.hq.nasa.gov
Open Save Cancel

Bookmark Sel
while files from the Intemnet can be useful, some files can potentialy

haim your computer. 1 you do not ust the source, do ot open o

save thisfle Whal's he k7
lame & TypE— S PO

‘ OgBudget File 14317124 Bytes Fri Feb 2

Upload Files

To bring files into SNA from a local machine:

1. Click Upload Files...

=
@ ? iy H
Hore  Preferences Help  Sign Out

| ! [ Browse ] (tip=)

Windows Files = HQ BEebrrail
Current Folder

'hq_shared

Bookmark Selected... || Delete... | ( Upload Files... [

oo Fer

2. Click Browse...
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Windows Files >
& 'Upload Files...

Use the Browse buttons below to select the files, then click Upload. You can opt to

upload a zipped file and have it uncompressed in the target directory . Note that
yvou cannot upload files larger than 500 ME,

[ Fies o pions ||

Upload to: MHOQDATANhG shared
Files:

1.]

Save As) | | [lUncompress .zip

3. TheChoose file(or File Upload for Macs) dialog box opens. Select the folder fledo
be uploaded.

Note: You may have to change tRées of type: selection.

Choose file

DO File Usload
o I s < p |22 = [m] (i@ Dpocuments ) BA (Qsearc
.;,IE bt b _aid doc TR About Stacks.pif
Wy Recent £ iisk = [ Entrust Profiles L ™
Ro ' (£ office 2008 : L] —
Fr =
A “"(t ¥ PLACES i-
S0 E Desktop
#N koconnol... o
) e PDF
‘;& Applications —
My Documents —
7 Documents
T Name About
@ ¥ MEDIA Stacks.pdf
Iy Computer ﬂ Music Size 624 KB
_ B Photos Kind Portable b
‘g & ] | | g e Document 4
- e Format (PDF) | ¥
My Network.— File name: ]|Ub_a\d.duc _jj ll M I Created 3/29/08 2:16 | Il
Flaces —_ Created 3/29/ $
& Files of ype: ]AI\ Files .5 Li Cancel <l
" Hide extension ~ Cancel f_'_ Open _9

4. Click Open
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5. Click Upload

Windows Files >
@" Upload Files..

Use the Browse buttons below to select the files, then click Upload. ¥ou can opt to up
directory . Note that you cannot upload files larger than 500 MB,

[ Faes o upiona |
Upload to: MHODATAMhO_shared
Files: 1. E_C:\Dnu:uments and Settingsihy Documents J[ Browse... |
Save As: |

[ uncompress .zip

2| |[ Browse.. |

Save As: I_ _ DUncompress Zip

Upload Files? [[

e
——

6. A File Transfer Statuswindow opens showing the file has been uploaded.

7. Click Closeto exit.

shared
L bytes of 65212 bytes |

&] Dore S & Interret
s
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Delete Files
1. Click the checkbox next to the name of the filé¢she deleted.

| Windows Files = HO

hg shared’

[ Bookmark Selected. .. Delete. . Download. ..

Accessories | I|

= Tant =

E' iok aid.doc

2. Click Delete...
3. A Confirm Delete message displays. Clidlesto delete.

Confirm Delete

You have asked to delete the following files and folders:

are you sure that wou want to delete these files and folders?

Cancel

Log out of SNA
1. Log out or quit any Web applications that are ragrthrough SNA.

2. From the SNA page, click tigign Out button in the upper right corner.

Note: The saméoor icon appears in the right corner of any pageithapened through SNA.
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